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DETAILED ACTION 

1 . This action is responsive to communications through the applicant's application 
filed on 04/02/2004. 

Claim Rejections - 35 USC §112 

2. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

3. Claims 8-10 are rejected under 35 U.S.C. 1 12, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

The phrase "such as" renders the claim indefinite because it is unclear whether 
the limitations following the phrase are part of the claimed invention. See MPEP 
§ 2173.05(d). 

Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

5. Claims 1-2, 4, 6-7, and 1 1 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Serbinis et al. (US 6,584,466). 

With respect to claim 1, Serbinis discloses an information processing apparatus 
supporting secret information management, comprising: 
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a management master extraction module which receives a management target 
file containing secret information (figure 4, blocks 82, 83, column 9, lines 32-33) via an 
input interface (column 15, lines 64-65) and extracts management master information, 
including a file ID (column 7, line 62, "unique key/name") and information on validity of 
the management target file (column 8, line 1 , "active" and "delete"), from the 
management target file; 

a storage device which stores a file management database ("new document... 
are stored to the DMS system", column 7, lines 52-54) with which the management 
master information on each management target file is registered (column 7, line 50, 
"document records are created in DMS database"); 

a storage event output module which outputs a signal indicating a storage event 
of the management target file in the storage device to an output interface (figure 4, 
block 86, column 9, lines 50-52, "notification message to authorized user informing that 
the document in store"); 

a deletion target extraction module which receives a deletion request regarding 
the management target file via the input interface and extracts information on the 
management target file corresponding to the deletion request from the file management 
database (column 8, line 18, document is requested to be deleted); 

a file deletion module which executes the deletion of the management target file 
from the storage device based on the information on the management target file 
extracted by the deletion target extraction module (column 8, lines 19-20, "the physical 
file corresponding to the document instance is removed/deleted from storage"); 
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a management master information update module which updates the validity 
information on the management target file deleted by the file deletion module, included 
in the management master information registered with the file management database, 
into invalid (column 8, linel , the state for a document instance is "deleted" which means 
invalid); and 

a deletion information output module which outputs a signal indicating that the 
management target file has been deleted by the file deletion module to the output 
interface (column 5, lines 66-67, column 6, line 1, "dispatches notifications... to users of 
DMS system concerning the status of documents stored in the DMS system"). 

Claim 2 is rejected for the reasons set forth hereinabove for claim 1 and 
furthermore Serbinis teaches an information processing apparatus wherein a 
management master information deletion module which locates the management 
master information on the management target file which has been registered with the 
file management database and deletes the management master information (column 8, 
lines 20-21, when the physical file is removed, the corresponding document store record 
is deleted. It is inherently the record in document record on DMS system should be 
located first before it is deleted) in cases where deletion mode information included in 
the deletion request designates a mode requesting not only the deletion of the 
management target file but also the deletion of the management master information 
(column 8, lines 23-24, document record instance is removed from database 
corresponding to a condition of transaction log. This condition of transaction log can be 
interpreted as a mode requesting the deletion both file and file record). 
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Claim 4 is rejected for the reasons set forth hereinabove for claim 1 and 
furthermore Serbinis teaches information processing apparatus wherein an access 
authority extraction module which receives a usage request regarding a management 
target file via the input interface (column 9, lines 66-67, "Authorized user may then 
request retrieval of the document form store") and extracts access authority information 
on the management target file corresponding to the usage request from the file 
management database (figure 2, block 61 "Document information" and "Rights 
(document and document group)", column 10, lines); 

an access authority judgment module which receives user authority information 
on a user corresponding to the usage request via the input interface (figure 2, block 62 
"name and logon information") and judges whether the management target file 
corresponding to the usage request may be accessed or not by checking the user 
authority information with the access authority information (column 10, lines 12-13, 
"whether authorized user has rights to get or check out a document depends upon the 
access rights granted"); 

an available file output module which extracts the management target file 
corresponding to the usage request from the storage device and outputs the extracted 
management target file to the output interface if the access authority judgment module 
judged that the management target file may be accessed (figure 4, block 90 "Authorized 
user receives document form internet store"); 

an updated file generation module which receives an update process for 
updating the management target file outputted by the available file output module via 
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the input interface and thereby generates an updated file (column 10, lines 18-19, "an 
Authorized user has checked out and modified the document"); a 

an updated file storage module which stores the updated file in the storage 
device (column 10, line 19, "check in the modified document to the DMS system"); and 

an updated file registration module which extracts management master 
information on the updated file and stores the extracted management master 
information in the file management database (column 10, lines 21-22, "new version 
identifier in the document tables of DMS database"). 

Claim 6 is rejected for the reasons set forth hereinabove for claims 1 , 4 and 
furthermore Serbinis teaches information processing apparatus wherein a relevant 
deletion target extraction module which extracts information on the updated file derived 
from the management target file corresponding to the deletion request (column 8, line 
18) in addition to the information on the management target file from the file 
management database; 

a relevant file deletion module which executes the deletion of the updated file 
from the storage device based on the information on the updated file extracted by the 
relevant deletion target extraction module (column 8, lines 19-20, "the physical file 
corresponding to the document instance is removed/deleted from storage"); 

a relevant management master information update module which updates the 
validity information on the updated file deleted by the relevant file deletion module, 
included in the management master information registered with the file management 
database, into invalid (column 8, linel , "deleted" means invalid); and 
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an informing module which informs a second information processing apparatus 
connected with the information processing apparatus via a network that the updated file 
has been deleted by the relevant file deletion module, via the output interface (column 
5, lines 66-67, column 6, line 1, "dispatches notifications... to users of DMS system 
concerning the status of documents stored in the DMS system"). 

Claim 7 is rejected for the reasons set forth hereinabove for claim 1 and 
furthermore Serbinis teaches an information processing apparatus wherein a business 
application process judgment module which judges whether a user has authority or not 
in a business process authority database, in which the presence/absence of deletion 
authority, backup authority or usage authority of each user regarding each management 
target file is stipulated, when a business application using a management target file is 
executed (figure 2, block 62, "Name and login information", column 9, lines 26-31, the 
specific access rights granted to each authorized user are recorded in the document 
tables of DMS database. Different users may be granted different access right); and 

a business application process execution module which extracts the 
management target file to be processed by the business application from the storage 
device and provides the management target file to the business application if the 
business application process judgment module judged that the user has the deletion 
authority, the backup authority or the usage authority regarding the management target 
file (column 9, lines 26-31 , user can access, review, modify document basing on 
specified access rights granted to each user) . 



Application/Control Number: 10/815,705 Page 8 

Art Unit: 2169 

With respect to claim 11, Serbinis discloses an information management 
method for managing secret information by use of an information processing apparatus, 
comprising the steps of: 

receiving a management target file containing secret information (figure 4, blocks 
82, 83, column 9, lines 32-33) through an input interface (column 15, lines 64-65) and 
extracting management master information, including a file ID (column 7, lines 62, 
"unique key/name"), information on access authority to the management target file 
(column 7, lines 58-59, "document right, document group right, document instance 
right"), and information on validity of the management target file (column 8, line 1, 
"active" and "delete"), from the management target file; 

registering the management master information on each management target file 
with a file management database (column 7, line 50, "document records are created in 
DMS database"); 

storing the management target file in a storage device ("when new document... 
are stored to the DMS system") associating the same with the management master 
information ("document instance records are created") (figure 1A, block 30, column 7, 
lines 52-54); 

outputting a signal indicating the storage event of the management target file in 
the storage device to an output interface (figure 4, bock 86, column 9, lines 50-52, 
"notification message to authorized user informing that the document in store"); 
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receiving a deletion request regarding the management target file via the input 
interface and extracting information on the management target file corresponding to the 
deletion request from the file management database (column 8, line 18); 

executing the deletion of the management target file from the storage device 
based on the information on the management target file extracted from the file 
management database (column 8, lines 19-20, "the physical file corresponding to the 
document instance is removed/deleted from storage"); 

updating the validity information on the management target file deleted from the 
storage device, included in the management master information registered in the file 
management database, into invalid (column 8, linel , "deleted" means invalid); and 

outputting a signal indicating that the management target file has been deleted to 
the output interface (column 5, lines 66-67, column 6, line 1 , "dispatches 
notifications... to users of DMS system concerning the status of documents stored in the 
DMS system"). 

Claim Rejections - 35 USC § 103 



6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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7. Claim 3 is rejected under 35 U.S.C. 103(a) as being unpatentable over Serbinis 
et al. (US 6,584,466) in view of Johnson (US 7,080,260). 

Claim 3 is rejected for the reasons set forth hereinabove for claim 1 . 

Serbinis does not explicitly teaches information processing apparatus wherein an 
access authority extraction module which receives a backup request regarding a 
management target file via the input interface and extracts access authority information 
on the management target file corresponding to the backup request from the file 
management database; 

an access authority judgment module which receives user authority information 
on a user corresponding to the backup request via the input interface and judges 
whether the management target file corresponding to the backup request may be 
accessed or not by checking the user authority information with the access authority 
information; 

a copy generation module which extracts the management target file 
corresponding to the backup request from the storage device and generates a copy file 
of the management target file if the access authority judgment module judged that the 
management target file may be accessed; 

a copy output module which outputs the copy file of the management target file to 
a backup medium; and 

a copy file registration module which extracts management master information on 
the copy file and stores the extracted management master information in the file 
management database. 
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However, Johnson teaches a system to archive and retrieve data files wherein an 
access authority extraction module which receives a backup request regarding a 
management target file via the input interface (column 5, line 11) and extracts access 
authority information on the management target file corresponding to the backup 
request from the file management database (column 5, lines 36-38, 42, once user has 
logged on the server using user's password and been verified via second software as 
an authorized user. It is inherently authority information of the file is extracted and used 
in order to verify authorized user); 

an access authority judgment module which receives user authority information 
on a user corresponding to the backup request via the input interface (column 5, line 23, 
"logon password") and judges whether the management target file corresponding to the 
backup request may be accessed or not by checking the user authority information with 
the access authority information (column 5, lines 37-38, "verified ... as an authorized 
user"); 

a copy generation module which extracts the management target file 
corresponding to the backup request from the storage device and generates a copy file 
of the management target file if the access authority judgment module judged that the 
management target file may be accessed (figure 2, bock 34 "files ... are backed up"); 

a copy output module which outputs the copy file of the management target file to 
a backup medium (figure 2, bock 38 "data stored", column 5, lines 57-58); and 

a copy file registration module which extracts management master information on 
the copy file and stores the extracted management master information in the file 
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management database (figure 2, block 61 "Document Information" and "Information on 
document instance"). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to incorporate the system to archive and retrieve encrypted data 
files as disclosed by Johnson into the information processing apparatus as disclosed in 
Serbinis to utilize encryption/decryption and code recognition technology associated 
with Secure Agent (column 1 , lines 39-40) so that backup files are efficiently managed 
in order to improve protection of secret, classified information. One of ordinary skill in 
the art would be motivated to make the aforementioned combination with reasonable 
expectation of success. 

8. Claims 5 is rejected under 35 U.S.C. 103(a) as being unpatentable over Serbinis 
et al. (US 6,584,466) in view of Boneh et al. (US 6,134,660). 6 

Claim 5 is rejected for the reasons set forth hereinabove for claim 1 , 5. 

Serbinis does not explicitly teaches information processing apparatus wherein a 
relevant deletion target extraction module which extracts information on the copy file 
derived from the management target file corresponding to the deletion request in 
addition to the information on the management target file from the file management 
database; 

a relevant file deletion module which executes the deletion of the copy file from 
the backup medium based on the information on the copy file extracted by the relevant 
deletion target extraction module; 



Application/Control Number: 10/815,705 Page 13 

Art Unit: 2169 

a relevant management master information update module which updates the 
validity information on the copy file deleted by the relevant file deletion module, included 
in the management master information registered with the file management database, 
into invalid; and 

an informing module which informs a second information processing apparatus 
connected with the information processing apparatus via a network that the copy file 
has been deleted by the relevant file deletion module, via the output interface. 

However, Boneh discloses a method that enables a user to remove a file form a 
file system and from all back up tapes (abstract, lines 1-2). The "remove-file" command 
instructs the computer system to delete a file (column 1 , lines 53-54). Additional, 
operator has to remove the data from many backup tapes (column 2, lines 27). 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to incorporate the method as disclosed by Boneh into the 
information processing apparatus as disclosed in Serbinis to erase all copies of 
particular files, such as sensitive, confidential information (column 1, lines 39-40) in 
order to increase security of protected information. One of ordinary skill in the art would 
be motivated to make the aforementioned combination with reasonable expectation of 
success. 

9. Claims 8-10 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Serbinis et al. (US 6,584,466) in view of Capps (US 6,397,311). 

Claim 8 is rejected for the reasons set forth hereinabove for claiml . 
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Serbinis does not explicitly teaches information processing apparatus wherein a 
first copy execution module which copies information stored in the storage device into a 
second storage device after the deletion of the management target file from the storage 
device is executed by the file deletion module 

a first demagnetization execution module which writes a prescribed data pattern 
to each memory unit such as each sector of the storage device for a preset number of 
times; 

a second copy execution module which copies the information stored in the 
second storage device back into the storage device; and 

a second demagnetization execution module which writes a prescribed data 
pattern to each memory unit such as each sector of the second storage device for a 
preset number of times. 

However, Capps teaches a method of defragmenting a file system. After files are 
deleted in a file system, the free spaces on the disk space become fragmented (column 
1 , lines 14, 16-17). The method comprises copying all of the files to another medium, 
such as a tape drive. After coping, they are deleted from the file system. A utility 
program is run to rebuild the list of free space on the disk. The files are then copied 
back onto the file system (column 1 , lines 29-33) 

It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to incorporate the method for defragmenting as disclosed by Capps 
into the information processing apparatus as disclosed in Serbinis to rearrange the file 
segments and free space on the disk so that each file resides in a contiguous region on 
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the disk resulting in increased performance (column 1, lines 23-26). One of ordinary 
skill in the art would be motivated to make the aforementioned combination with 
reasonable expectation of success. 

Claims 9, 10 are rejected for the reason discussed related to claim 8. Since 
claim 8 is substantially equivalent to claims 9, 10. 

Conclusion 

1 0. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Thu-Nguyet Le whose telephone number is 571-270- 
1093. The examiner can normally be reached on 7:30-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Christian Chace can be reached on 571-272-4190. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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Thu-Nguyet Le 
September 25, 2006 




